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bstract: The contemporary security environment, characterized

by hybrid threats, information warfare, and large-scale cognitive
influence operations, places increasing pressure on the decision-making
capacities of military personnel and institutions. In this context, cognitive
resilience emerges as a critical competence of the military profession,
enabling military actors to maintain analytical clarity, resist cognitive
manipulation, and sustain operational effectiveness under conditions of
uncertainty and informational overload. This paper examines cognitive
resilience as a multidimensional capability situated at the intersection
of individual cognition, organizational culture, and systemic institutional
adaptability. The study addresses the central research problem of how
cognitive resilience can be conceptualized and operationalized as a
strategic competence within modern military organizations exposed to
persistent informational and psychological pressure.

The research aims to clarify the conceptual foundations of cognitive
resilience and to identify its key functional components across individ-
ual, organizational, and systemic levels. The analysis is guided by the
premise that strengthening cognitive resilience enhances the ability of
military institutions to mitigate the effects of disinformation, perception
management, and cognitive attacks in contemporary conflict environ-
ments. Methodologically, the study employs a qualitative conceptual
analysis based on the review and synthesis of relevant literature from
security studies, military sociology, and cognitive psychology.

The findings highlight the strategic importance of integrating cog-
nitive resilience into military education, leadership development, and
institutional learning processes in order to strengthen adaptive deci-
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sion-making and operational effectiveness in complex security environ-
ments.

Keywords: cognitive resilience; military leadership; decision-making
under stress; hybrid threats; information operations; mission command

Introduction

Contemporary conflict environments are characterized by the rapid circulation of
information and deliberate attempts to influence perception and decision-mak-
ing processes. Under such conditions, the effectiveness of military actors depends not
only on operational capabilities but also on their capacity to maintain cognitive clarity
and disciplined judgment in information-saturated environments. Certain studies on
hybrid threats and information manipulation emphasize that contemporary conflict tar-
gets both institutional structures and human cognition. Similarly, research on cognitive
warfare highlights that modern strategic competition seeks to influence perception,
trust, and decision-making processes. Such dynamics illustrate a broader transforma-
tion in the nature of contemporary conflict, where adversaries attempt to destabilize
societies and institutions by shaping individuals’ interpretation and responses to infor-
mation.

In this context, the military profession must adapt by strengthening the cognitive
capacities that enable personnel to interpret complex information environments and
resist manipulation. Cognitive resilience therefore emerges as a critical professional
competence that supports analytical clarity, situational awareness, and sound judg-
ment under conditions of informational pressure and strategic ambiguity. The concept
of resilience itself has evolved from a narrow understanding associated with recovery
from disruption toward an interpretation emphasizing adaptation, learning, and the
capacity to function effectively under uncertainty.

Within military organizations, cognitive resilience can be understood as the abili-
ty of personnel and institutions to preserve analytical discipline, maintain situational
awareness, and make effective decisions in environments characterized by stress,
ambiguity, and informational disruption. Military leaders and decision-makers are fre-
quently required to process large volumes of information while simultaneously as-
sessing threats, coordinating operations, and anticipating adversary behaviour. Im-
portantly, cognitive resilience within the military profession should not be reduced to
an individual psychological trait. Rather, it represents a professional capability em-
bedded in training systems, leadership culture, and institutional learning processes.
Modern armed forces must cultivate intellectual skills that allow personnel to evaluate
information critically and resist attempts at manipulation. Educational initiatives aimed
at strengthening analytical reasoning and media literacy can therefore play a decisive
role in enhancing the cognitive preparedness of military personnel.

The significance of cognitive resilience also becomes clearer when considered
within the broader framework of national resilience. Security scholars increasingly
argue that resilience operates across multiple interconnected levels. This perspective
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suggests that the resilience of military institutions cannot be separated from the wider
resilience of the societies they protect.

Despite the increasing attention to resilience within security studies, existing re-
search has largely focused either on psychological resilience at the individual lev-
el or on societal resilience within national security frameworks. At the same time,
scholarship on hybrid threats and cognitive warfare highlights the vulnerability of de-
cision-making processes in information-saturated environments. However, relatively
limited attention has been devoted to understanding cognitive resilience as a profes-
sional competence of military personnel. The present study therefore addresses the
insufficient conceptualization of cognitive resilience within the military profession and
seeks to develop a framework explaining how this capability operates across different
levels of the defence system.

The present study addresses this conceptual gap by examining cognitive resil-
ience as a multidimensional capability embedded within professional military culture,
organizational learning processes, and broader defence systems. Rather than treat-
ing cognitive resilience solely as an individual psychological trait, the paper concep-
tualizes it as a professional competence that operates across multiple interconnected
levels of the defence system.

The main objective of the study is to develop a conceptual framework explaining
how cognitive resilience contributes to maintaining effective decision-making within
the military profession in complex information environments. Rather than focusing ex-
clusively on the informational or psychological aspects of contemporary conflicts, the
study examines how cognitive resilience contributes to the preservation of profession-
al judgment and operational effectiveness. This emphasis is increasingly supported
by the military psychology literature, which stresses that successful cognitive perfor-
mance under stress carries “significant consequences” in military settings (Flood &
Keegan, 2022).

More specifically, the research pursues three interrelated objectives. First, it clar-
ifies the conceptual foundations of cognitive resilience within the broader literature
on resilience and security governance. Second, it examines the relationship between
cognitive resilience and the evolving nature of contemporary conflict, particularly in
the context of hybrid threats and cognitive warfare. Moreover, overlaps and distinc-
tions were identified between different strands of literature, especially where military
and civilian conceptualizations diverge. This is particularly important in light of the
“conceptual mismatches” identified between academic and NATO/military approaches
(Deppe et al., 2024), including security governance, military cognition, hybrid threats,
and human performance. Third, it proposes a conceptual model explaining how cogni-
tive resilience operates across three interconnected levels of the defence system: the
individual level of military cognition, the organizational level of institutional learning,
and the systemic level of national defence resilience.

The study adopts a qualitative conceptual research design based on literature
analysis and theoretical synthesis. The research relies on a structured review of inter-
disciplinary literature from security studies, military psychology, resilience theory, and
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cognitive warfare research. Through comparative conceptual analysis, the study iden-
tifies the key dimensions of cognitive resilience and examines their relevance for mil-
itary organizations operating in information-intensive environments. This approach is
particularly necessary given the conceptual fragmentation that still characterizes the
emerging field of cognitive warfare research, where a unified understanding has not
yet been fully established (Deppe & Schaal, 2024; Deppe, Fotescu, & Schaal, 2024).
By integrating insights from resilience theory, cognitive security research, and military
studies, the paper contributes to the conceptual development of cognitive resilience
as a core competence of the military profession. More specifically, the study advances
the debate by proposing a multilevel conceptual framework that links individual cogni-
tive capacities, organizational learning mechanisms, and systemic national resilience
within a unified analytical perspective.

Cognitive pressures in contemporary conflict
environments

The cognitive dimension of conflict has gained growing strategic relevance and
military professionals are required to operate in environments characterized by in-
formation overload, ambiguity, and deliberate attempts to manipulate cognitive pro-
cesses. As Cheatham et al. argue, cognitive warfare targets “gray matter” itself and
may disrupt the capacity to know, judge, and respond effectively, while Flood and
Keegan show that military personnel routinely perform complex cognitive operations
under intense stress (Cheatham et al., 2024; Flood & Keegan, 2022). Recent stud-
ies on hybrid threats and information manipulation emphasize that contemporary
conflict targets both institutional structures and human cognition. As Kaczmarek and
Cholewinska (2024) note, hybrid strategies aim to undermine “national cohesion and
security” through complex and ambiguous methods that operate below the threshold
of conventional warfare (Kaczmarek & Cholewinska, 2024, p. 91). This observation
highlights an essential shift in the nature of conflict: adversaries increasingly seek
to destabilize societies and institutions by influencing perception, interpretation, and
decision-making process.

Despite the growing academic attention to resilience in security studies, most ex-
isting research has focused either on psychological resilience at the individual level
or on societal resilience within national security frameworks. Studies on hybrid threats
and cognitive warfare emphasize the vulnerability of decision-making processes in
information-saturated environments. While cognitive resilience forms the central an-
alytical focus of this study, it is necessary to understand the strategic environment
that makes such resilience indispensable. The contemporary security landscape is in-
creasingly shaped by hybrid threats and information operations that seek to influence
perception and behaviour rather than to achieve purely kinetic effects. Hybrid threats
combine military, political, informational, cyber, and economic instruments to exploit
vulnerabilities within societies and institutions. Such threats rarely aim at immediate
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military victory; instead, they attempt to create confusion, erode trust, and weaken de-
cision-making processes over time. Kaczmarek and Cholewinska (2024) emphasize
that hybrid strategies exploit both institutional weaknesses and cognitive vulnerabil-
ities in order to destabilize adversaries without engaging in open conflict. Within this
framework, information warfare plays an important contextual role: the information
environment has become a strategic domain in which narratives, perceptions, and
interpretations can influence the outcome of conflicts. The rapid dissemination of in-
formation, combined with technological developments such as artificial intelligence
and algorithmic amplification, has created conditions in which manipulation can occur
at unprecedented speed and scale.

Miejnkova (2022) highlights that cyber-enabled psychological and information op-
erations increasingly exploit “cognitive vulnerabilities” within societies and organiza-
tions (Mlejnkova, 2022, p. 38). These vulnerabilities emerge from the inherent limita-
tions of human cognition, including susceptibility to emotional stimuli, cognitive biases,
and information overload. When exploited strategically, such vulnerabilities can distort
perception and undermine effective decision-making. The informational environment
therefore exerts continuous cognitive pressure on military actors. Commanders must
interpret data originating from diverse sources while simultaneously assessing the
reliability and strategic significance of that information. In such circumstances, main-
taining situational awareness becomes a complex cognitive task. Mlejnkové notes
that modern conflict environments involve the interaction of “systems, information and
people”, illustrating how technological and informational systems interact with human
cognition to shape operational outcomes (Mlejnkova, 2022, p. 39). Importantly, the
effects of information operations extend beyond military organizations to society as a
whole. Contemporary conflicts increasingly involve a “societal dimension of conflict’,
in which public perception, social cohesion, and political trust become targets of stra-
tegic influence (Mlejnkova, 2022, p. 45). In such environments, military institutions
must operate within a broader ecosystem of societal resilience.

The interaction between societal resilience and military resilience has been widely
recognized in security studies. Wigell, Mikkola, and Juntunen (2021) emphasize that
countering hybrid threats requires a whole-of-society approach that integrates military,
governmental, and societal actors (Wigell et al., 2021, p. V). Within such an approach,
resilience is not limited to individual institutions but involves the protection of the “vital
functions of society” as a whole (Wigell et al., 2021, p. 10). From this perspective, the
military profession occupies an essential position within the broader architecture of
national resilience. Military personnel must be capable of maintaining cognitive clarity
even when confronted with manipulated information, ambiguous signals, and intense
operational pressure. At the same time, military institutions must support these capac-
ities through training, doctrine, and institutional learning mechanisms.

The concept of cognitive resilience thus serves as a bridge between individual
cognition and systemic security: at the individual level, it enables military profession-
als to interpret information critically and resist manipulation; at the organizational lev-
el, it promotes institutional learning and analytical discipline; at the systemic level, it
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contributes to the protection of societal cohesion and national security. In this sense,
the contextual pressures generated by hybrid threats and information warfare do not
replace traditional military challenges; rather, they expand the domain in which military
professionalism must operate. The increasing importance of perception, interpreta-
tion, and narrative competition means that the integrity of cognitive processes has
become an essential component of effectiveness.

Consequently, the central argument of this paper is that the military profession
must treat cognitive resilience as a foundational competence. Hybrid threats and infor-
mation warfare merely illustrate the conditions in which this competence becomes vis-
ible. The deeper issue concerns the capacity of military professionals and institutions
to preserve rational judgment and disciplined analysis under conditions of uncertainty
and cognitive pressure.

Conceptualizing cognitive resilience in the military
profession on several levels

Cognitive resilience at the individual level

The concept of resilience has evolved significantly over the last decades, expand-
ing from its initial application in psychology and disaster management to a broader an-
alytical framework within security and strategic studies. In contemporary scholarship,
resilience is increasingly understood as the capacity of individuals, organizations, and
systems to anticipate, absorb, adapt to, and recover from disruptive events (Linkov
& Trump, 2019; Normandin & Therrien, 2016). Yet this expansion has also produced
conceptual diffusion, prompting calls for more integrated and context-sensitive resil-
ience models (Simelyté et al., 2025).

In this context, the military profession must adapt by strengthening cognitive ca-
pacities that enable personnel to interpret complex information environments. Cogni-
tive resilience therefore becomes a key professional competence that allows military
actors to maintain analytical clarity despite exposure to informational pressure and
strategic ambiguity. The concept of resilience itself has evolved in recent decades
from a narrow understanding of recovery from disruption toward a broader interpreta-
tion emphasizing adaptation and learning. In resilience research, resilience is increas-
ingly understood as a “multidimensional approach” to coping with uncertainty and
disruption (Bizik et al., 2022, p. 133).

Within the field of security studies, this conceptual evolution has led to growing in-
terest in cognitive resilience as a key component of national and organizational securi-
ty. Cognitive resilience refers to the capacity of individuals and institutions to maintain
effective cognitive functioning in the face of informational disruption, psychological
pressure, and strategic uncertainty. This capacity is particularly relevant in military
environments where decision-makers must interpret complex operational realities un-
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der conditions of ambiguity and time pressure. As Flood and Keegan (2022) note,
cognitive resilience refers to “the degree to which cognitive functions can withstand”
the effects of stress, and in military settings the need to preserve such functioning is
especially acute because military personnel routinely perform cognitively demanding
tasks under high stakes (Flood & Keegan, 2022, pp. 1-2).

The growing academic attention to cognitive resilience is closely linked to the
emergence of hybrid threats and cognitive warfare. These forms of strategic competi-
tion aim to influence not only the physical domain of conflict but also the informational
and psychological domains of confrontation. Research on hybrid warfare shows that
contemporary conflict increasingly blends kinetic and non-kinetic measures and that
battles now occur in the information space as well as in physical arenas (Splidsboel
Hansen, 2017).

Similarly, the literature on cognitive warfare emphasizes the strategic importance
of influencing human cognition itself. Cognitive warfare was defined as the “exploita-
tion of human cognition and technology to disrupt, undermine, influence, or modify hu-
man decision-making”, while stressing that the concept is distinguished by its “distinct
focus on cognitive effects” (Deppe & Schaal, 2024). Chifu (2025) considers that the
“cognitive warfare thrives in political systems where trust in government is low, where
social divisions divide people along deep ethnic, political, economic, social, or cultural
lines, and where large segments of the population feel disconnected from the state
and their fellow citizens” (Chifu et al., 2025, p. 66).

Within this strategic environment, cognitive resilience enables military actors to
maintain analytical discipline and situational awareness despite exposure to mislead-
ing or conflicting information. It allows decision-makers to identify cognitive biases,
critically evaluate information sources, and preserve rational judgment under stress.
In research on cognitive security, it is highlighted( that is the ability to generate cogni-
tion for efficient decision making in realtime by modelling human thought processes to
detect cyber security attacks and develop defence strategies or, cognitive security is
the ability to detect, characterize, and counter misinformation, disinformation, and oth-
er information-based harms and forms of malign influence among people. Resilience,
as part of cognitive security, includes the structural context that protects humans from
exposure to disinformation in the first place, as well as the ability to identify it, limit its
spread, and mitigate its effects once exposed (Grahn & Taipalus, 2025). Cheatham
et al. (2024) reinforce this by arguing that cognitive warfare “degrades the capacity
to know, produce, or thwart knowledge”, which means that preserving the integrity of
cognition is now operationally significant (Cheatham et al., 2024, p. 83).

The conceptual significance of cognitive resilience therefore lies in its ability to
bridge individual cognition and institutional effectiveness. It represents a form of in-
tellectual preparedness that complements physical readiness and technological ca-
pability. In modern security environments characterized by complexity and informa-
tional saturation, the preservation of cognitive integrity becomes a prerequisite for
operational success. This is also consistent with broader research on Al-supported
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systems, which argues that cognitive resilience should be defined as the capacity
“to sustain attention, adapt to changing demands, and recover from stress-induced
impairment” in high-stakes environments (Picchi, 2025).

At the individual level, cognitive resilience refers to the mental capabilities that
enable military professionals to process information effectively and make sound de-
cisions in challenging environments. Military personnel operate in conditions that
frequently involve incomplete information, rapidly changing circumstances, and in-
tense psychological pressure. Under such conditions, the ability to maintain clarity of
thought and disciplined reasoning becomes essential. Several cognitive competen-
cies contribute to individual cognitive resilience, including critical thinking, situational
awareness, cognitive flexibility, emotional regulation, and resistance to cognitive bias.
These competencies are increasingly discussed in the literature on cognitive warfare
and decision-making under uncertainty (Cheatham et al., 2024; Nawaz, 2025). Nawaz
shows that in the digital age information is “weaponized to manipulate public opinion,
influence decision-making, and destabilize adversaries”, which makes bias aware-
ness and critical evaluation indispensable (Nawaz, 2025, p. 21).

Critical thinking enables military personnel to evaluate information sources and
detect inconsistencies in adversarial narratives. Situational awareness allows them
to maintain an accurate understanding of operational environments despite the pres-
ence of conflicting signals. Cheatham et al. (2024) explicitly warn that saturation tac-
tics, “sticky” information, and partial truths can prime cognition in ways that distort
subsequent judgment, especially when they exploit confirmation bias and the brain’s
tendency to accept disinformation under perceived threat (Cheatham et al., 2024, pp.
84-85).

Cognitive flexibility, meanwhile, refers to the ability to adapt mental models in re-
sponse to new information. In dynamic operational contexts, rigid thinking can lead
to strategic misinterpretation and operational failure. Flood and Keegan (2022) show
that the effects of stress on cognition are mediated by appraisal, coping, and reap-
praisal processes, which means that resilience depends in part on the individual’'s
capacity to cognitively reframe and manage demanding situations (Flood & Keegan,
2022). Emotional regulation is equally important, as stress and emotional pressure
can impair judgment and decision-making. Research on military cognition demon-
strates that individuals who possess strong cognitive resilience are better equipped to
manage uncertainty and complexity. Flood and Keegan note that in military settings
cognitively demanding tasks are often carried out under intense stress and that pro-
moting cognitive resilience is therefore a “high priority” (Flood & Keegan, 2022, p. 1).

Moreover, the concept of cognitive readiness, proposed by Grier (2012), has been
linked to the ability to sustain performance under such conditions (Flood & Keegan,
2022). The development of such competencies requires systematic training and edu-
cation. Military education systems increasingly emphasize analytical reasoning, prob-
lem-solving, and decision-making under uncertainty. Simulation exercises, scenario
analysis, and war-gaming are commonly used to cultivate these skills. These training
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approaches are consistent with the literature emphasizing the importance of resil-
ience-based education in strengthening adaptive cognitive capacities (Lesenciuc et
al., 2022). More specifically, Flood and Keegan (2022) review “methods of enhancing
cognitive resilience in military personnel”, including mindfulness-based interventions
and stress-inoculation approaches, and conclude that such methods can significant-
ly improve working memory, attention, and stress tolerance in military populations
(Flood & Keegan, 2022, p. 8).

Recent studies on cognitive warfare emphasize the importance of early cognitive
preparation of military personnel as a means of strengthening institutional resilience
against information manipulation. Bebber (2025) argues that introducing inocula-
tion-based training during the initial stages of military education can significantly en-
hance the cognitive resilience of armed forces. According to this approach, exposing
recruits to simulated disinformation and influence operations during training helps de-
velop a shared awareness of cognitive threats and prepares personnel to recognize
manipulation attempts in operational environments.

Such training functions as a form of preventive cognitive defence, enabling military
professionals to anticipate and resist attempts to distort perception or undermine insti-
tutional trust. By familiarizing recruits with the mechanisms of disinformation and psy-
chological influence, military organizations can create a common cognitive framework
that strengthens collective resilience across the force. In this sense, cognitive inocula-
tion not only improves the analytical capabilities of individual servicemembers but also
contributes to the broader operational effectiveness of military institutions operating in
contested information environments (Bebber, 2025). By exposing personnel to com-
plex situations in controlled environments, training programs can strengthen cognitive
resilience before individuals encounter real operational pressures. Cheatham et al.
(2024) similarly argue that cognitive defence should become a “baseline skill set for
every member of the joint force”, thereby positioning cognitive competence as part of
the military profession itself rather than as a specialist add-on (Cheatham et al., 2024,
p. 87).

Organizational dimensions of cognitive resilience

While individual cognitive abilities are very important, cognitive resilience cannot
be fully understood without considering the role of military institutions, because the
organizational structures, doctrines, and decision-making procedures significantly in-
fluence how information is processed and interpreted within military organizations.
Within military organizations, cognitive resilience can be conceptualized as the ability
of personnel and institutions to preserve sound judgment, situational awareness, and
analytical discipline under conditions of stress and informational disruption. The im-
portance of this capability becomes evident when considering the cognitive pressures
faced by commanders and decision-makers operating in complex environments. Mili-
tary leaders must process large volumes of information while simultaneously assess-
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ing threats, coordinating operations, and anticipating adversary behaviour. The pres-
ervation of effective cognition under such circumstances requires more than technical
training; it demands intellectual discipline and critical reflection. Delmonte emphasizes
that maintaining operational effectiveness in contested information environments re-
quires the development of “critical thinking” and the capacity for “overcoming biases”
in decision-making processes (Delmonte, 2024, p. 4). These competencies are essen-
tial in preventing cognitive distortions that could compromise operational judgment.

Beyond individual cognitive abilities, cognitive resilience must also be understood
as a professional capability embedded in training systems, leadership culture, and
institutional learning processes. Modern armed forces must therefore cultivate intel-
lectual skills that allow personnel to evaluate information critically and resist attempts
at manipulation. Educational initiatives aimed at strengthening analytical reasoning
and media literacy can play a decisive role in this process. In this regard, Delmonte
highlights the importance of educational initiatives such as “media literacy programs”
designed to support and “empower servicemembers” to recognize and resist manipu-
lation (Delmonte, 2024, p. 5).

Certain research on military resilience suggests that the robustness of armed forc-
es should be understood as a multidimensional phenomenon encompassing psycho-
logical, social, institutional, and national components (DiviSova et al., 2023). These
dimensions interact to shape the capacity of military organizations to maintain oper-
ational effectiveness under conditions of crisis, uncertainty, and external pressure.
The effectiveness of the cognitive capabilities at individual level is closely linked to
institutional resilience, understood as the perceived reliability and functional capacity
of military organizations to support informed decision-making processes (Steinberg,
2009). When military institutions provide clear doctrine, structured decision-making
procedures, and mechanisms for organizational learning, they reinforce the cognitive
stability of their personnel.

Institutional resilience depends on the presence of mechanisms that facilitate
learning, adaptation, and information filtering. Resilient institutions must be capable of
absorbing shocks while maintaining functional stability and adapting their operational
practices (Linkov & Palma-Oliveira, 2017). Yet in the cognitive domain this also means
more than simple continuity: it requires institutions to actively reduce distortion and
support sound collective judgment. Cheatham et al. note that defending the cognitive
space of military personnel is “paramount” and that the US military still lacks a suffi-
ciently tangible protective function for cognitive security inside the force (Cheatham
etal., 2024, p. 85).

Military organizations that encourage analytical debate, critical reflection, and
structured feedback are better equipped to maintain cognitive resilience. Conversely,
rigid hierarchical cultures that discourage questioning may increase the risk of cogni-
tive distortion and institutional blind spots. Organizational learning is therefore a cen-
tral component of cognitive resilience. Through processes such as lessons-learned
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programs and after-action reviews, military institutions can identify weaknesses in
decision-making and adapt their practices.

Doctrinal frameworks also play an important role in shaping the cognitive envi-
ronment within military organizations. In particular, the NATO Allied Command Trans-
formation doctrine on mission command and national doctrinal documents such as
the U.S. Army’s ADP 6-0 (Headquarters, Department of the Army, 2019) emphasize
decentralized decision-making and the empowerment of subordinate leaders as core
principles of effective command. Similarly, NATO’s Comprehensive Approach and re-
silience-oriented policy frameworks — including the NATO Baseline Requirements for
National Resilience (NATO, 2016) — reflect doctrinal recognition of the cognitive and
informational dimensions of contemporary conflict. Such approaches rely heavily on
the cognitive competence of individual commanders, making cognitive resilience a
prerequisite for effective leadership. This is particularly relevant in cognitively contest-
ed environments, where the problem is not only uncertainty but the deliberate shaping
of uncertainty through manipulative information. Deppe and Schaal (2024) emphasize
that cognitive warfare seeks to influence attitudes and behaviour by targeting cogni-
tion itself, often below the threshold of open conflict and through subtle, cumulative
manipulations (Deppe & Schaal, 2024).

Additionally, organizational resilience requires the ability to manage information
flows effectively. Military institutions must develop procedures that allow personnel to
distinguish relevant information from noise. In environments characterized by infor-
mation overload, the capacity to prioritize signals becomes essential for maintaining
operational effectiveness. This insight is reinforced by literature on human-Al teaming,
where Picchi (2025) shows that cognitive breakdowns such as attentional narrowing,
working-memory collapse, and automation bias are not merely psychological con-
cerns but operational vulnerabilities in high-stakes environments (Picchi, 2025).

Institutional culture also influences resilience, because the organizations that value
intellectual curiosity and critical inquiry are more likely to adapt successfully to evolv-
ing security environments. By contrast, cultures that discourage dissent or alternative
perspectives may inadvertently reinforce cognitive biases. Consequently, cognitive
resilience at the organizational level emerges from the interaction between leadership
practices, institutional learning mechanisms, and information management systems.

Systemic cognitive resilience and national defence

Beyond the individual and organizational levels, cognitive resilience also operates
at the systemic level of national defence. At the same time, cognitive resilience is
also influenced by the broader framework of national resilience, which encompasses
societal cohesion, public trust in institutions, and shared national identity (Bizik et al.,
2022). These factors shape the informational environment in which military actors
operate and affect the credibility of narratives encountered during information war-
fare campaigns. Adversarial cognitive operations frequently seek to weaken precisely
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these links between military institutions and society by undermining trust, legitimacy,
and institutional credibility. Modern security environments involve complex interac-
tions between military institutions, governmental agencies, and civil society. In this
sense, systemic resilience provides the wider context within which military cognitive
resilience is either strengthened or weakened.

The conceptual significance of cognitive resilience becomes even clearer when
considered within the broader framework of national resilience. Security scholars in-
creasingly emphasize that resilience functions at multiple interconnected levels. Ac-
cording to Wigell, Mikkola, and Juntunen, resilience should be analysed as a “’nested”
or layered attribute” that operates simultaneously at “societal, national and European
levels” (Wigell et al., 2021, p. 19, p. 2). This layered understanding suggests that the
resilience of military institutions cannot be separated from the broader resilience of
the society they serve.

Whole-of-society approache to security emphasize that resilience must extend be-
yond military organizations. Recent resilience-oriented work argues that resilience
should be treated as layered, socially embedded, and adaptive rather than as a purely
technical attribute (Laine & Petersson, 2025). Borderland and societal resilience are
increasingly understood as involving not only institutional capability but also informed,
engaged, and connected communities (Laine & Petersson, 2025).

Systemic cognitive resilience therefore requires cooperation between military and
civilian institutions. Strategic communication, media literacy programs, and psycho-
logical defence mechanisms can all contribute to strengthening societal resistance
to manipulation. In this context, the term “psychological defence mechanisms” refers
to the coordinated institutional measures and individual cognitive strategies designed
to protect populations and organizations from the effects of disinformation, propa-
ganda, and cognitive manipulation. At the institutional level, such mechanisms en-
compass structured counter-narrative programs, public awareness campaigns, and
media literacy curricula; at the individual level, they involve cognitive techniques such
as pre-bunking (inoculation against persuasion attempts), critical evaluation of infor-
mation sources, and metacognitive awareness of one’s own cognitive biases (see
Grahn & Taipalus, 2025; Bebber, 2025). Countries exposed to hybrid threats have
increasingly recognized the value of such measures. In this broader sense, national
defence resilience should include not only military readiness and infrastructure robust-
ness but also the protection of public interpretive capacity, social trust, and informed
citizenship. Systemic resilience provides the strategic context in which individual and
organizational resilience operate. A resilient national defence system supports military
institutions by providing more stable information environments, stronger inter-institu-
tional coordination, and a more resilient public sphere. In that sense, cognitive resil-
ience is not reducible to the soldier or commander alone; it is partly conditioned by the
health of the information ecosystem in which military institutions function.

The effectiveness of cognitive resilience therefore depends on the interaction be-
tween these levels. Weakness at one level can undermine resilience at others. For
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example, even highly trained individuals may struggle to maintain cognitive clarity if
institutional procedures generate excessive information overload. Conversely, strong
institutional practices may be insufficient if individuals lack the cognitive skills neces-
sary to interpret information critically. This is why the paper conceptualizes cognitive
resilience as a professional competence distributed across the defence system rather
than as a purely individual trait.

This perspective supports the multilevel conceptual model proposed in this paper,
which links individual cognitive competence, institutional resilience mechanisms, and
systemic national defence resilience within a unified analytical framework. Figure 1
provides a visual synthesis of the conceptual framework proposed in this study. While
the text discusses the individual, organizational, and systemic dimensions of cognitive
resilience separately, the figure illustrates how these levels interact within the broader
architecture of the defence system.

By presenting cognitive resilience as a multilevel capability linking individual com-
petencies, institutional learning processes, and national resilience structures, the
model clarifies how these dimensions interact within contemporary defence systems.
In doing so, it offers a structured perspective for understanding the role of cognition in
modern military profession. This conceptual integration helps bridge previously frag-
mented discussions on resilience, cognitive warfare, and military profession, providing
a coherent analytical basis for future empirical investigation.

SYSTEMIC COGNITIVE RESILIENCE (National Defence System)
e Whole-of-society resilience
e Strategic communication

e National information security
* Psychological defence
e Civil-military coordination
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ORGANIZATIONAL COGNITIVE RESILIENCE (Military Institutions)
e Mission command doctrine

e [nstitutional learning

e Decision-making procedures

e Information filtering systems

* Professional military education

INDIVIDUAL COGNITIVE RESILIENCE (Military Professional)
e Critical thinking

e Situational awareness

» Cognitive flexibility

e Emotional regulation

e Bias recognition

e Decision-making under stress

Figure 1. Multilevel conceptual model of cognitive resilience in the military
profession

Conclusion

Cognitive resilience should be understood as a fundamental competence of the
military profession in contemporary security environments shaped by hybrid threats
and information warfare. Modern conflicts increasingly target the cognitive dimension
of military activity by attempting to influence perception, distort interpretation, and
disrupt decision-making processes. In such contexts, the preservation of analytical
clarity and disciplined judgment becomes essential for maintaining operational effec-
tiveness.

The study shows that cognitive resilience cannot be reduced to an individual psy-
chological attribute. Instead, it represents a multidimensional professional capability
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that emerges from the interaction between individual cognitive competencies, institu-
tional practices, and the broader resilience of national defence systems. At the individ-
ual level, cognitive resilience involves critical thinking, cognitive flexibility, situational
awareness, and the capacity to resist cognitive biases under conditions of stress and
informational overload. At the organizational level, it depends on institutional mecha-
nisms that support structured decision-making, analytical debate, and organizational
learning. At the systemic level, cognitive resilience is closely linked to societal resil-
ience, public trust in institutions, and the stability of the information environment in
which military actors operate.

By conceptualizing cognitive resilience across these interconnected levels, the
article highlights the need to integrate cognitive considerations more explicitly into
military doctrine, professional military education, and institutional learning process-
es. Training programs that cultivate analytical reasoning, bias recognition, and de-
cision-making under uncertainty can strengthen the capacity of military personnel to
operate effectively in cognitively contested environments. At the same time, military
institutions must develop organizational cultures and information-management prac-
tices that support sound collective judgment.

The conceptual framework proposed in this study contributes to the ongoing schol-
arly debate on the transformation of the military profession in the context of cognitive
warfare. By linking individual cognition, institutional resilience, and systemic defence
structures, the multilevel model clarifies how cognitive resilience functions as a bridg-
ing capability between professional military competence and the broader resilience of
national security systems.

Future research should further explore how cognitive resilience can be opera-
tionalized and empirically assessed within military organizations. Comparative stud-
ies across different defence systems, as well as empirical investigations conducted
through training environments and operational simulations, could provide valuable
insights into the mechanisms that strengthen or weaken cognitive resilience in prac-
tice. Such research would contribute not only to theoretical refinement but also to the
development of more resilient military institutions capable of operating effectively in
increasingly complex and information-saturated security environments. In this sense,
strengthening cognitive resilience may become one of the defining challenges of the
military profession in the twenty-first century.
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Summary

he contemporary security environment is defined by the growing prevalence of

hybrid threats, information warfare, and large-scale cognitive influence opera-
tions that place unprecedented pressure on the decision-making capacities of military
personnel. In this context, cognitive resilience has emerged as a critical professional
competence for the military profession, enabling military actors to preserve situation-
al awareness, resist informational distortion, and sustain effective judgment under
conditions of uncertainty and psychological pressure. This paper examines cognitive
resilience as a multidimensional professional competence situated at the intersection
of individual cognition, organizational culture, and systemic institutional adaptability.
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The central research problem addressed is how cognitive resilience can be concep-
tualized and operationalized as a strategic competence within modern military or-
ganizations persistently exposed to informational and psychological pressure. The
study adopts a qualitative conceptual research design based on a structured review of
interdisciplinary literature drawn from security studies, military psychology, resilience
theory, and cognitive warfare research.

The analysis is structured around three interconnected levels of cognitive resil-
ience. At the individual level, cognitive resilience encompasses the mental capabilities
that enable military professionals to process information effectively, maintain situation-
al awareness, and make sound decisions in challenging environments. Key compe-
tencies include critical thinking, cognitive flexibility, emotional regulation, and resist-
ance to cognitive bias, which are capacities that can be developed through systematic
training, simulation exercises, and inoculation-based educational approaches. At the
organizational level, cognitive resilience is conceptualized as an institutional capability
embedded in training systems, leadership culture, and organizational learning pro-
cesses. Doctrinal frameworks, including mission command principles as articulated
in NATO doctrine and ADP 6-0, play a significant role in shaping the cognitive envi-
ronment by promoting decentralized decision-making. At the systemic level, cognitive
resilience is understood as a component of broader national defence resilience, which
includes societal cohesion, public trust in institutions, and the integrity of the informa-
tion ecosystem.

The paper also addresses the systemic dimension by examining how whole-of-so-
ciety approaches contribute to the protection of public interpretive capacity. In this
context, “psychological defence mechanisms” refer to the coordinated institutional
measures and individual cognitive strategies designed to shield populations from dis-
information, propaganda, and cognitive manipulation, operating through counter-nar-
rative programs, media literacy curricula, pre-bunking techniques, and metacognitive
awareness of cognitive biases.

The principal contribution of this study is a multilevel conceptual framework that
links individual cognitive competencies, organizational learning mechanisms, and
systemic national resilience structures within a unified analytical perspective. The
framework clarifies how the three levels interact: individual cognitive capabilities de-
pend on institutional support structures; organizational resilience requires cognitively
prepared personnel; and systemic resilience is partly conditioned by the health of the
information ecosystem in which military institutions function.

The findings highlight the strategic importance of integrating cognitive resilience
into military education, leadership development, and institutional learning process-
es. Future research should explore how cognitive resilience can be operationalized
and empirically assessed within military organizations, including through comparative
studies across defence systems and empirical investigations in training environments.
Strengthening cognitive resilience may prove to be one of the defining professional
challenges of the military vocation in the twenty-first century.
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