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his paper describes an approach to the analysis of performance of the

modelled communication-information system (CIS) in military operations
using RIVERBED simulation package. The basis of military operations concept
and the CIS model to meet the needs of command and control (C2) have been
discussed. In order to analyze the possibilities of the CIS for transfer of informa-
tion the methods of analysis, modelling, operational research and simulations
have been applied. The graphs of dependence on load links, the amount of
transmitted information (packet) and packet loss depending on the duration of a
simulated military operation are shown. The importance of the applied methods
of modelling and simulation is represented by the possibility of the CIS model-
ling, and an analysis of its performance without using a real system due to high
economic costs. The only limitation in the paper is the assumed network con-
nectivity between the CIS elements (the effects of relief, vegetation, weather
conditions, etc. on telecommunications have not been considered). In a broader
sense, the paper is designed for everyone involved in modelling and simulation
in order to evaluate an approach to practical application of methods of solving
specific problems, and in a narrower sense to persons engaged in the CIS de-
sign and telecommunications planning in various types of operations in order to
analyze the possibilities and optimize the CIS elements.

Key Words: model, simulation, telecommunications, communication-
information system, military operation

Introduction

he communication-information system (CIS) is an association of functional ele-
ments that include collection, transmission, protection, electronic processing,
presentation, storage and distribution of information for the system of command and
control in military operations. The CIS architecture is determined by the structure of the
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Army forces, which are used in carrying out various tasks. This paper has modelled the
forces of three levels of command (battalion-brigade-operationalgroup) in a defensive
operation.

The modelled CIS is characterized by mobility, ability to work in field conditions and
the provision of telecommunications capacity and customer service to meet the needs of
command and control in an operation. The elements of the telecommunications system
include access and network nodes (Mobile Switching Center — MSC) linked by radio-
relay links. The nodes consist of ATM (Asynchronous Transfer Mode) switches that im-
plement TDM (Time-Division Multiplexing) and IP (Internet Protocol) component in the
ATM system of transmission and switching. The access nodes of all three levels of com-
mand provide various customer services (voice, file, email, data, video streaming,
etc.). The methods of operational research and simulation have been applied in order to
analyze the performance of the CIS model for the purpose of C2 (Command and Control)
in military operations. The theory of mass service is applied to determine a capacity for
voice traffic whereas the software package Riverbed Modeler 17.5 Academic Edition has
been used to simulate capacities of the CIS model in IP data transfer. The simulation
scenario defines the network elements, the traffic types (services and applications), as
well as the mode of operation of various user profiles and their needs for service. The
target performance of the model has been followed with a special emphasis on the com-
mitment of the most critical links in terms of the maximum traffic load. The results of the
simulation scenario are presented by the adequate graphs in order to analyze packet
data transmission by the described network. The analysis of the system performance
using simulation software is very significant because it provides a simpler, more efficient
and cost-effective consideration of the possibilities of the system and optimization of
telecommunications network in an operational use.

Military operations

A military operation is a specific social phenomenon that can solve armed conflicts by
application of different content of warfare. Modern management theories enable defini-
tion of an operation as a single project (enterprise, process), which fulfills the unique
general objective by a variety of combat and non-combat activities engaging human and
material resources under thesingle command, in certain space and at certain time. The
application of the project management concept establishes an effective organization,
which enables the best use of the available methods of planning, organizing, managing
and supervising in order to implement the project effectively. [1]

In principle, military operations have the following phases: preparation, conduct, sta-
bilization and disengagement. The operations planning, forces organization, provision of
the required resources, training and operational development of forces are conducted in
the preparation phase of an operation. The execution of a military operation involves
the organization of command and control, action and counteraction, logistics, maneuver,
combat support, force protection and civil-military cooperation. In the last phase, the
gradual disengagement of forces is done after reaching the objective of the operation
and elimination of consequences of a military operation. [2]
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The first step of operational planning is creation (formation) and development of an
operational model. It is the result of a thought process, which has carried out the analysis
of the operational environment and set their own and the enemy forces in a logical rela-
tionship. In other words, it represents visualization of the basic commander’s ideas for
the conduct of an operation, which relates tasks of the forces and the end state. "The
operational model in all cases should be a reflection of the commander's understanding
of the operational environment displayed textually and/or graphically". [3]

Formulation of an operational model is done by definition of the operational environ-
ment, defining, identifying and solving a problem operationally. On the basis of the op-
erational model, the concept (draft) of a military operation is produced, which defines the
specific objectives and activities and actions that have to be undertaken in order to reach
each of the defined objectives, that is reaching the defined objective.

Modelled forces in the Army operation conduct defense operation in the area of
100x150 kilometers. The analysis of the telecommunications system for the purpose of
command and control in these conditions was processed for a three-level command (bat-
talion-brigade-operational group). Each of them has specifics in terms of the number of
people that require communications services and bandwidth.

Communication-information system model

Telecommunications-information support of military operations is a process in which com-
munication-information system is planned, organized and implemented for transmission, protec-
tion, electronic processing, storage and presentation of information. This creates the necessary
conditions for functioning of command and control of the engaged forces in military opera-
tions. An optimal model of communication-information system is found by planning, organizing
and implementing telecommunications-information support, an organizational structure is cre-
ated, the CIS elements in the area of operations are set in the single technical-technological
structure, and telecommunications and user services are established, maintained and used. [4]

Modelled forces in an operation determine the model of telecommunications system.
The important characteristics of the system are that it enables operation in the field condi-
tions (climatic-mechanical properties of the device), that it is movable (mobile) in the sense
that the elements of the system enable monitoring commands and units in the area of an
operation and it provides the necessary telecommunications capacity and user services. [5]
An approach in modelling telecommunications systems for needs of forces in a military
operation in support of civil authorities is shown by Karovi¢ and Pavlovié. [6]

The CIS model consists of an integrated radio-relay network (transport network) that
connects nodes, that is mobile switching centers (MSC). The access nodes are deployed at
command posts of modelled forces in an operation, and network nodes (level one and two)
in the area of an operation. The services that are discussed in this paper are voice commu-
nication and data exchange through the IP part of the network. Although they are enabled
through the same transport network in switching, they are separated.

The radio-relay component has the function of interconnecting the switching nodes per
each type of interface. The radio-relay component is composed of TADIRAN GRC-408E
8Mb/s devices, connected in a ring structure, which have the following interface: G.703 E1,
G.703 E2 and V.11. V.11 interface rate 8192 kb/s was used in the model. The link flow is 8192
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kb/s including 512 kb/s reserved for voice applications and 7680 kb/s for data transfer. The
codec that is used for voice applications is G.711 and 8 simultaneous calls can be established
per link. The quality of service in MSC nodes is defined in such manner that voice services and
service data are completely separated by the bandwidth reserved for them.

MSC consist of MTIS (Military Tactical Internet Switch) switches, which are essen-
tially ATM switches with a special IPC (Internet Protocol Card) intended for routing IP
traffic. MTIS stations enable circuit voice service to be switched through ATM connection
and IP traffic through IPOATM. [7] Besides digital and analog telephones that provide
voice service, Local Area Network (LAN) for data is set at command posts (access
nodes). All devices are networked via MSC. Local area networks contain 34, 19 and 10
users, depending on the level of command. The exchange of data through the IP part of
the network consists of two types of services, e-mail and web (http) service.

E-mail is exchanged through the network in two ways, continuously throughout the period
of preparation and conduct of an operation (exchange of smaller messages) and in discrete
time intervals when different levels of command exchange typified orders and reports (mes-
sages of mostly higher memory value). WEB service consists of searching various data on
servers continuously during preparation and conduct of an operation. Network elements,
which are interconnected in a mobile telecommunications system is shown in Figure 1. [8]

-100

Figure 1 — Topology of communication-information system (CIS)

The network nodes of the level one are displayed in purple, the level two nodes in blue
color and the access nodes of all three levels of command (battalion-brigade-operational
group) as combat vehicles. All access nodes have the LAN segment with a corresponding
number of users. In the network there are four redundant servers at the command posts of
the level two and three. Servers enable applications in the telecommunications system.
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Application of RIVERBED simulation package in the analysis
of the communication-information system capabilities

Riverbed Modeler 17.5 Academic Edition is used for the simulation of telecommunica-
tions system. It is designed to simulate different types of computer networks. Academic
Edition software has the following limitations: there is no support for LTE, UMTS and Wi-
MAX; the total number of nodes in the simulation is 80, including 20 interconnected with the
other elements (routers and switches); the number of events in the simulation is
50,000,000, which significantly limits the duration of the simulation. The software package
meets structural and replicative validity, veracity and adequacy of its application. The de-
velopment and establishment of the CIS, checking network connectivity and verification of
network and C2 services has been carried out on the simulation without affecting the envi-
ronment (relief, vegetation, weather conditions), as well as the electronic warfare of an en-
emy. An experiment on the real system would require huge costs.

Computer simulation has been performed through several phases and activities: definition
of a scenario (defining nodes, LAN, links, servers, applications, user profiles, connection of
LANS, service and profiles, definition of telecommunicationstraffic), determination of the target
points of measurement (definition of the measurement of nodes, links, applications), simula-
tion of the process of information transmission and display of the simulation results. In order to
define the telecommunications traffic, empirical data on the type and amount of information —
documents (operational orders, additional orders, reports, other information) to be exchanged
between the elements of three levels of command in a military operation have been col-
lected. Operational orders have been contemplated with the scheme of an operation on a
topographic map (without and with compression). Five different e-mail services and a Web
service for the preparation phase and execution phase of a modelled military operation have
been defined in the simulation model as shown in Table 1. [8]

Table 1 — Summary of service in the simulation model

Type of ser- UTEE7 G P_C t‘-) Stored value
e The runtime service perform service in service
the LAN segment
Mail of addi- Continuously throughout the duration | One terminal in the 100 kB
tional orders of an operation LAN
Background Continuously throughout the duration
mails of an operation Whole LAN 2kB
Operational 1 minute after starting the simulation One terminal in the 4MB / 1.2MB
order level 1 (in preparation of an operation) LAN ’
Operational 3 minutes after starting the simulation | One terminal in the
order level 2 (in preparation of an operation) LAN 3,5MB /0.75M8B
Operational 5 minutes after starting the simulation | One terminal in the 32MB /0.3MB
order level 3 (in preparation of an operation) LAN ’ ’
After the first phase of execution of One terminal in the
Report anoperation LAN 80kB
After the second phase of execution of | One terminal in the
FEpEiZ an operation LAN 80kB
WEB (http) Continuously throughout the duration .
servis of anoperation Whole LAN Searching (default)
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Configured LAN segments are defined by a corresponding number of PC terminal and as-
sociated user profiles, which have the implemented applications with various modes of opera-
tion. Thus traffic characteristics are defined and the simulation model is described in a given
network, there are also four redundant servers that enable applications listed in Table 1. Servers
operate for segments in their part of the network. However, they are also redundant. It means
that in case of failure of a server, other servers take over the functionality of its services.

The objective of a simulation is to determine whether such network of major links with
capacity 7680 kb/s and the predefined traffic, can respond to the demands that are set in
terms of telecommunications services. The parameters that are monitored are clogging of
the busiest links, load time of e-mail application and the total packet loss in the system.

Results of simulation

When establishing links of MTIS nodes the capacity is defined separately for voice
service and data service. Reserving the link capacity for voice service has been done by
application of operational research method — the queuing theory. Bolch and associates
have further analyzed Erlang distribution. [9, 10]

On the basis ofthe empirical data on voice traffic between the elements of three levels
of command the intensity of voice traffic (a<5) is defined. By using Erlang formula for
sufficient probability of servicing (p.> 0.9) and availability (ks=1) it is necessary to pro-
vide 512 kb/s (8 telephone channels of 64 kb/s) for voice traffic on link. The remaining
capacity of 7680 kb/s is used for IP transmission. Figure 2 shows the analysis of the de-
pendence of the parameters: service probability (pop), the intensity of voice traffic (a) and
availability (ks) for the channel number n = 8. [8]

Probability of servicing (pop)

ity (ks) 00 - Intensity of voice traffic («)

Figure 2 — The dependence of the parameters of voice traffic

The results of the measurement of target points after the simulation of the information
transmission in the scenario are shown in the following figures.
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Figure 3 shows the results of the analysis of the utilization of the most loaded link (the
link between MTIS nodes of the level one command) for e-mail service and the bulk e-
mail service and web service in the preparation phase and conduct of an operation. The
figure clearly shows peaks of the link load when operational orders are handed over in
the preparation phase of an operation between the different levels of command in the
telecommunications system (Figure 3 left). Then the load of the link comes up to 100%,
i.e. the link is fully occupied. For other e-mail and Web services in a given duration time
of simulation (particularly during the conduct of an operation) the capacity of the most
loaded link enables completely smooth transfer of information (Figure 3 right).
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Figure 3 — Review of the most loaded link bandwidth in the network

The amount of information traffic, i.e. the total number of packets per second to be
transmitted in the CIS model in the preparation phase of an operation is shown in the
following figure.
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Figure 4 — The amount of information traffic during the preparation phase of an operation
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Figure 5 shows the time required for the submission of e-mails of different sizes. The
e-mail timings at the critical moments of submitting reports come up to 38 seconds.
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Figure 5 — Time of e-mail applications download in runtime operation

Figure 6 shows the results of comparative analysis of the packet loss per second for
e-mail and the bulk e-mail and web services in a model of the telecommunications sys-
tem (preparation phase and conduct of an operation).
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Figure 6 — Number of lost packets in the telecommunications system

We can conclude that the packet loss is small, constant and with a minimal difference
in the use of both services. Loss of traffic relates primarily to packet losses of routing
protocols (OSPF — Open Shortest Path First Protocol in the simulation). It results in
minimal loss of user applications. Having in mind that these are TCP (Transmission Con-
trol Protocol) oriented applications, the losses had no impact on the performance of e-
mail and Web (http) service.
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Conclusion

It can be concluded that in order to have successful command and control it is neces-
sary to connect all forces deployed in the area of a military operation by the CIS, which
enables integration, transmission, delivery and presentation of relevant information and
creates unique information dimension of operational environment. The simulation on the
shown model has proved that the model provides the efficient flow of information and
transmission of voice and IP data for C2 in military operations.

The simulation program has proven to be a good software solution for simulation of
the telecommunications network in all its aspects: applications, user profiles, network
elements, etc. The modelled telecommunications system enables the transmission of
traffic that is defined and fully meets the requirements and performance services. The
load of the main links of the level one and two of command is complete at certain mo-
ments. Moreover, the loading time of e-mail applications in these periods grows up to 38
seconds. However, the minimal total packet loss in the network shows that telecommuni-
cations system in the period of maximum traffic load will not be in failure.
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